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One platform - standardized, 
built and operated by many.



Sovereign Cloud Stack Deliverables

2
Modular Open Source
Reference Implementation

1
Certifiable Standards

3
Operational Knowledge



Gov’t Cloud

Public Cloud

Public Cloud

Community Cloud

Private Cloud

Federated Infrastructure

Built on Common standards 
… for users of cloud services to 
enable mobility of workloads
… for cloud service providers to 
offer standardized lock-in-less 
services 
… for the ecosystem to build 
knowledge and skills on a 
common technical and 
organizational foundation
… for solution providers that want 
to build on a common platform   



Existing public providers



SCS Architecture (Software/Ref.Impl.)
building it up from the ground

IAMOps

IaaS

KaaS

PaaS FS

SCS Platform Services (PaaS) are planned
Hardware and Federation Services not part of SCS software
KaaS = Kubernetes as a Service

Workload



Virtualization & IaaS

● Compute Virtualization: KVM (Linux)

● Storage SDS: ceph (incl. rados GW) – ceph-ansible / ceph-rook

● Network SDN: OvS + OVN

● … orchestrated via OpenStack core services & APIs
(deployed containerized with OSISM / kolla-ansible)  



Container layer



Example application: An e-commerce application



Cloud Service Provider

I need a 
Kubernetes 

Cluster!
IaaS

KaaS



Cluster in detail



Kubernetes Node as Openstack Instance



Install eCommerce Application

IaaS

Kubernetes-Cluster

eCommerce
Application



eCommerce application in Kubernetes

Application Database



Example application in Kubernetes



How the application is exposed 



Example application in Kubernetes



Storage Details





Platform Monitoring



Infra Monitoring

● Health 
monitoring (→)
scenario tests

● Compliance 
monitoring
(public for SCS-
certified)

● Metrics 
collection for 
metering and 
operations 
(prometheus)

● Alert-Manager



Status Page (with own API)

● Manage incident status, current or planned
● Clear design with simple colors, historic events  

Everything 
works as 
expected!

End user
CSP customer



Central API – one endpoint for daily business

● Standardized API endpoint for majority of use cases
● Combines IaaS, KaaS, IAM and Ops into 1
● Powered by Kubernetes and Crossplane

IaaS

KaaS

Ops/Sec

IAM

Finally, no 
more tooling 

chaos

End user
CSP customer

Central API
(Kubernetes API)





Security by design

● Standardized best practices
● Deployment uses strong secure defaults
● Hardware features, confidential computing
● Sharing knowledge through blog posts
● Supply chain security



Automated Security Penetration Testing

● Dynamic Security Analysis of deployed infrastructure
● Scheduled job creates daily reports

Change in
Infrastructure

Automated
Pentesting

SCS-based
Infrastructure

In CSP environment

Nabuu / Httpx / Nuclei
OpenVAS (Greenbone)

OWASP ZAP

DefectDojo
Vulnerability Reports



Summary

SCS software is a secure, complete and open turnkey solution: 
HW deployment, Virtualization layer (IaaS), Container Layer, 
Federated Identity Management, Operational tooling, Security

The SCS software fulfills all SCS standards (and is thus the SCS 
reference implementation)

In productive use in parts or as a whole at various Operators, 
public and private Cloud

Operations supported by knowledge sharing (Open 
Operations)
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